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Abstract

The global implementation of open banking is rapidly advancing, driven by various regulatory
frameworks like the Open Banking Rule by CFPB in the US, UK's Open Banking Standard, Europe's
NextGenPSD2 XS2A, Australia's Consumer Data Right, and Mexico's FinTech law. Both banks and
third-party providers (TPPs) are actively addressing these regulatory requirements and market
expectations by developing advanced data access platforms and revising their business architectures.
These developments carry substantial implications for both technology and business operations,
necessitating significant transformations.

From a technological standpoint, banks and TPPs must establish robust and resilient data access
platforms that ensure security, compliance, and seamless application programming interface (API)
integration. From a business perspective, the transition to open banking requires strategic innovation,
enhanced customer engagement, and competitive differentiation. This paper emphasizes the
importance of banks in adopting agile methodologies, investing in modern technologies, and
fostering strategic partnerships to effectively respond to these changes and ensure sustained growth.

Additionally, the paper discusses the need for banks to continually adapt to the evolving market

Overview

Open banking enables third-party financial service providers to access consumer banking data
through APIs. This system fosters innovation and competition within the financial sector by allowing
new players to offer tailored financial products and services. Open banking significantly enhances
consumer control over their financial data, promoting greater transparency. It also drives the
development of innovative financial products and services, benefiting consumers with more choices
and better financial management tools. This approach ultimately leads to a more dynamic and
competitive financial ecosystem.

Global Evolution of Open Banking: A Timeline of Innovation and Regulation
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Open banking standards across the globe:

+ The Open Banking Standard issued by the Open Banking Implementation Entity in the UK
+ The Open Banking Implementation Entity adopted PSD2 and specified how banks should allow

an APl consumer to access customers’ information and request payments with consent.

« The Berlin Group NextGenPSD2 XS2A implementation framework in Europe:

+ The Berlin Group has worked on a detailed Access-to-Account (XS2A) framework including

implementation details for open banking, named as NextGenPSD2XS2A.

« The Consumer Data Right and Standards in Australia:

+ Empowers consumers to share their data with APl consumers only for the purposes that they

have been authorized.

« Mexico FinTech law/Open Data ATM API specification:

+ Promotes data sharing and transparency among banks and sub-holding companies

(example: broker-dealers, credit unions etc.)

« Singapore (APIX) and Hong Kong Open APl Framework:

+ Makes banks and TPs work together and build innovative banking services, offering better

customer experiences.

Global Banks

Large global banks are primarily focused on
compliance and enhancing their customer
base by offering superior customer
experiences - rather than solely generating
new revenue streams. These institutions face
significant challenges due to their complex
legacy core and backend systems, which can
hinder their ability to swiftly adapt to new
regulatory requirements and technological
advancements. Despite these challenges,
their priority remains ensuring regulatory
compliance and using innovative solutions

to provide exceptional customer service.
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Payment Services Regulations (PSR) & Open Banking
Implementation Entity(OBIE)
UK

Q Payment Services Directive (PSD) 2 & 3
The Berlin Group standards- NextGenPSD2
Europe

e Consumer Data Right (CDR) & New Payments Platform (NPP)

Australia

Middle East - Bahrain - 1st to adopt Open Banking Regulation, Saudi
Central Bank (SAMA) issued the open banking framework recently, UAE
& Qataris drafting a high-level regulatory framework on Open Finance.

Africa - Nigeria 1st country to launch regulations but Open banking
is considered a nascent idea in Africa

India, Japan, Singapore, do not currently have formal or compulsory
Open Banking regimes, but range of measures to promote and
accelerate data sharing frameworks in banking

USA - Consumer Financial Protection Bureau (CFPB) proposed a rule
that would accelerate a shift toward open banking

Navigating Open Banking:
Regulatory-Driven vs. Market-Driven Approaches
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Regional and Mid-sized
Banks/ Credit Unions

Regional and mid-sized banks, as well as credit unions,
balance their focus on regulatory compliance with the
ambition to launch new products and services aimed
at revenue growth. These institutions are keen on
driving innovation through open banking initiatives
and leveraging ready platforms to support the rapid
rollout of various use cases. Their approach not only
ensures adherence to regulatory standards but also
fosters a culture of innovation, enabling them to stay
competitive in the market and meet the evolving

needs of their customers.

Digital Banks / FinTechs

Digital banks and FinTechs benefit from a digitally native technology stack that grants them exceptional
agility and flexibility. This technological advantage allows them to launch innovative products swiftly and
drive significant disruption in the open banking landscape. Their ability to quickly adapt to market
demands and regulatory changes positions them as leaders in providing the latest financial services that
cater to the modern consumer's needs. Digital banks and FinTechs are at the forefront of open banking,

continuously pushing the boundaries of what is possible in the financial industry.

Open Banking Industry -
Growth and Landscape in the US

The open banking sector is experiencing remarkable growth, with a projected Compound Annual Growth
Rate (CAGR) of 22.45% until 2030. This rapid expansion highlights the industry's increasing influence and

the growing adoption of open banking initiatives across the financial landscape. By 2030, the market size
of open banking in the United States alone is expected to reach USD 35.7 billion, underscoring the

significant impact of this transformative approach to banking.
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What is the Open Banking Rule under the
Dodd Frank Act - Sec 10337

The Consumer Financial Protection Bureau (CFPB) is an autonomous agency within the United States,
established in response to the 2007-2008 financial crisis. Its primary mission is to safeguard consumers'

interests in financial markets and promote long-term economic stability.

Founded under the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, commonly
referred to as Dodd-Frank, the CFPB serves as a centralized authority dedicated to protecting consumers
from unfair, deceptive, or abusive financial practices. Additionally, it holds the mandate to enforce

actions against companies that violate financial laws.

Under Section 1033 of the Dodd-Frank Act, consumers are granted the right to access their financial data

related to the products and services they utilize, such as credit cards, deposits, and savings accounts.

impact pricing decisions. The model continuously learns from new data and feedback, improving its

accuracy and effectiveness over time.

In a nutshell - Open Banking Rule under the Dodd Frank Act - Sec 1033

Access
to Data

Consumers can access
and share their financial
data with third-party
providers securely and
without charge.

Data
Providers

Banks, credit card issuers,
digital wallet providers, and
other financial institutions
must provide access to
specified consumer
financial data upon request.

Privacy and
Security

The rule establishes privacy
and security protections, |
imiting the use of data by
third parties to purposes
expressly authorized by
the consumer.

Exemptions

Smaller depository
institutions with assets of
USD 850 million or less are
exempt from this rule to
reduce compliance
burdens.

This regulation aims to enhance consumer control over financial data, foster competition, and drive

innovation by making it easier for consumers to switch providers and for new companies to offer

innovative products and services.

CONVENIENCE
e
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Types of Parties

Financial institutions
and some payment Data
facilitators Providers

Open
Banking
Rule

Data Data
Aggregators Recipients

Acting on behalf of Fintechs and financial
third parties institutions acting on
consumer’s behalf as data

- Transaction information, including amounts dates payees,
= historical data and fees

e

Account balances

@ Account and routing numbers

Account and Routing numbers, both tokenized
and non tokenized

Types of

Data Covered

? Terms and Conditions, including fees schedules rates,
== rewards terms and overdraft coverage

Information on upcoming bills, such as minimum
payments amounts

:@} Basic account verification information, including names,
mailing addresses, email addresses, and phone numbers

©2025 LTIMindtree. All Rights Reserved. 7



&p LTIMindtree

What is ‘NOT’ allowed?

Data acquired under Section 1033 is prohibited from being utilized for direct marketing, cross-selling, or
any other secondary purposes without obtaining separate and explicit consent from the consumer.
Third parties must certify they won't use consumer data for targeted ads, cross-selling, or selling without
additional consent

When does the open banking
regulation take effect?

The CFPB’s proposed rule for consumer-authorized third parties takes effect 60 days after the final
rulemaking, requiring recipients to comply within this period or lose access to customer data.
Compliance timelines vary by institution size:

« Deposit-holding banks and institutions: 6 months to 4 years, based on assets.

+ Non-depositinstitutions: 6 or 12 months depending on the annual revenue.

Compliance Timing

(months from 6 months 12 months 2.5 years 4 years
final rule)

Depository

institutions >$500 B >$<‘r;%§;‘;d g $8<5$05I\0/|;md <$850 M
($ Assets)
. >$10B <$10B
Non.- De.p05|tory in annual in annual N/A N/A
Institutions
revenue revenue

Source: Consumer Finance Protection Bureau
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Is your Company a Covered Data Provider
under Section 10337

Section 1033 defines a data provider as one of the following:

« Entities that hold a consumer’s account or provide access to electronic fund transfer (EFT) services.
This includes both depository and non-depository entities such as banks, credit unions,

and neobanks.
« Issuers of consumer credit cards.

« Other entities that control or possess information regarding a covered financial product or service,

including digital wallets.

Excluded data providers:
The requirements of this part do not apply to data providers that are depository institutions, which do

not have a consumer interface.

Financial Institutions (FI’s) Concerns with
respect to CFPB:

Liability for Data
Breaches and Fraud

Responsibility of data Bt
breach/fraudulent & Privacy

transactions involving
} Potential fraud when the

third-party service providers
) customer data is shared

with third parties

Vs
.

A 4
Operational &

Compliance Costs
Significant changes to data Competitive
management systems and Disadvantages

meeting technical requirements }

Third parties drawing awa
for data retrieval etc. P & y

banks’ customers with better

Ve
(.

product offers and services

©2025 LTIMindtree. All Rights Reserved. 9



&p LTIMindtree

Open Banking — Three Key Requirements
for Data Recipients

Authorization

Record

Retention Onboarding

Management

) EEE——
Secure consumer Maintain Sub_mlt required
L authorization before authorization busmess_
accessing their data records mformat\(_)n to
data providers
- 000
) EEEE—
Renew and capture
consumer

reauthorization
every 12 months

Provide consumers
with a record of their
authorization and
reauthorization

)

Offer consumers a
—{ way to revoke their
authorization

-

Ensure the
ecosystem is

| updated with any
revocations

The Implications of Open Banking on the
Banking IT Ecosystem

Developer

Consent
Management

App
Interface

Registration

Data providers must (When a consumer )

To facilitate data access,

ensure that covered data
is accessible at the
consumer's discretion
through a secure and
dependable developer
interface.
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if desired.
-

consents to share covered
data with a third-party,
the data provider must
make the data accessible,
maintain authorization
records, and provide an
option for consumers to
revoke authorization

third parties are required
to furnish company
details and demonstrate
robust data security to
data providers.
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The Implications of Open Banking on the

Banking IT Ecosystem

API

Integration

Legacy System
Upgrades

Data Security
and Privacy

Customer Experience

Enhancements

+ Banks need to develop
and integrate secure
APIs (Application
Programming
Interfaces) to facilitate
data sharing with
third-party providers.

This requires a shift
from traditional, siloed
systems to more open
and interconnected

+ Many banks operate on

legacy systems that are
not designed for open
banking.

Upgrading these
systems to support
real-time data sharing
and enhanced security
measures is essential.

« With increased data

sharing, banks must
implement robust
security protocols to

protect customer data.

This includes
encryption, secure
authentication
methods, and
compliance with data
privacy regulations.

+ Open banking enables

banks to offer more
personalized and
customer-centric
services.

This requires
integrating customer
data from various
sources to provide

a seamless and
enhanced user

architectures.

Regulatory

Compliance

Operational
Changes

experience.

Collaboration
with Fintechs

« Banks must ensure

compliance with new
regulations governing
open banking.

This includes adhering
to standards for data
sharing, customer
consent, and security
measures.
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+ Implementing open

banking requires
changes in bank
operations,

including staff training,
process reengineering,
and the adoption of
new technologies.

+ Banks need to

establish partnerships
with fintech companies
to leverage their
innovative solutions.

This collaboration
often involves
integrating fintech
services into the bank’s
existing infrastructure.

11
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How Banks and Third-party Providers can

Adopt and Respond to Change

Reimaging the

business model

Modernize Tech &
Data Infrastructure

Build data security,
privacy by design

» Banks become infrastructure
providers to third-party FinTech
providers

* Revenue sharing agreements

+ Cloud adoption roadmap to

manage scalability, flexibility

+ Enable single customer view

across ecosystem and customer

+ Strengthen TPP and customer

authorization process design

Embrace data security and
privacy by design architecture

with TPPs, monetize AP
investments

life cycle touch points
» Thereis alack of common

framework for open banking
identity management and

+ Invest in interoperability and
data exchange standards to
consuming APIs from partners ensure seamless connectivity govrnance - implying every
to close gaps in their product with partners developer must perform
portfolios third-party testing of all APIs

+ Targeted pushing of in-house their product will need
& third-party services

* Leverage marketplace by

+ Become agile in responding to
customer demands

« Offer flexible pool of services
better brand loyalty

Platform 1st mindset for
ecosystem orchestration

Future Proof

talent strategy

+ Data & API platforms created
by a collaboration between
banks and third-party firms
can facilitate open commerce
through a single interface

+ Moving to open banking
implies significant
demand-supply gap with
respect to talent for
next-gen skills

* Reinvent talent value + Platform-based operating
proposition model leads to continuous
and interactive value creation
by aggregating inputs from
each ecosystem participant

+ Forecast demand for these
areas and build programs
to future-proof them

* Helps bring together TPPs to
orchestrate lifestyle
experiences — supply chain
financing, home buying etc.
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Open Banking — Business Architecture

The business architecture of an open banking platform has a multi-layered approach to facilitate

seamless interaction among various stakeholders.

In the first layer, we have the end consumers who utilize financial products and services for their daily

transactions and financial management needs. They are the primary users of the open banking platform.

The second layer comprises banks, third-party providers (TPPs), FinTechs, and government agencies.
This layer represents the entities that offer financial services, innovative solutions, and regulatory
oversight. Banks and TPPs, including FinTechs, access and provide consumer data in compliance with

regulations, while government agencies ensure legal and regulatory adherence.

i o g
Consumers Consumers Authority

- N o

Third-party Providers (TPPs) Banks/Credit Unions Government Agencies

TPP’s APl Gateway

Consent A/c Balance

AISP API PISP API Management API Confirmation API

Bank’s Open Banking Platform

Certificate

N Consent Authorization & TPP’s and Banks’
Authentication & .
Management Record Retention Dashboard
Access Management
Strong Customer .
o Reporting & . . s
Authentication Monitoring Audit & Logging Billing

(SCA) - 2FA

Note: Overview Only.

The third layer is the API gateway. This crucial component acts as the intermediary that allows secure
and standardized communication between the end consumers and the service providers. It enables the

integration of various services and ensures data security and consistency.

Finally, the fourth layer is the open banking platform. This layer serves as the core infrastructure that
supports the open banking ecosystem, providing the necessary tools, interfaces, and security measures

to manage and facilitate open banking services.

©2025 LTIMindtree. All Rights Reserved. 13
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Complying with Open Banking Rules
through a Robust Data Access Platform

Banks need a robust data access platform to effectively comply and manage APl gateways to enable
services like Account Information Services (AIS), Payment Initiation Services (PIS), funds confirmation

and other premium services in an open finance and data ecosystem. (* Indicative list of features)

TPP Membership Certificate &
Access Management

Banks must ensure that Third-party
Providers (TPPs) are properly certified,
apart from managinh their access to

customer data securely. This involves
verifying TPP credentials and maintaining
strict access controls.

Audit & Logging

Implement comprehensive audit and
logging mechanisms to track all access
and data-sharing activities. This helps in
monitoring compliance and detecting any
unauthorized access.

Consent Management -

Consent Phase Authentication (SCA) &

Authorization

Banks need to implement Strong
Customer Authentication (SCA) to verify
the identity of customers during the
consent phase. This ensures that
customers explicitly authorize TPPs to
access their data.

Fraud Reporting & Monitoring

Regularly report and monitor APl usage
and access patterns and ensure
compliance with regulatory requirements.
This helps in maintaining transparency
and accountability.

Authentication & Authorization

(OAuth 2.0, eIDAS) & Record Retention

Banks should use secure protocols like
OAuth 2.0 for authorization and elDAS for
electronic identification. Banks must also

retain records of all authentication and
authorization activities for compliance
and auditing purposes.

Developer Portal

Provide a developer portal where TPPs
can access documentation, API
specifications, and support resources.
This facilitates easier integration
and collaboration.

REST/SOAP APIs, 1S020022

Banks should provide APIs (REST or
SOAP) that comply with 15020022
standards for financial messaging.

This ensures interoperability and
standardization in data exchange.

API Versioning & Repository

Maintain a versioned repository of APIs to
manage updates and changes. This
ensures backward compatibility and
smooth transitions for TPPs.

TPP Management Dashboard

Offer a dashboard to manage TPP
relationships, monitor their activities, and
ensure compliance with access policies.

Billing Portal

Implement a billing portal to manage and
track charges related to APl usage by
TPPs. This helps in transparent and

efficient billing/revenue managem

Dispute Management

Establish a system to handle disputes
between banks, TPPs, and customers.
This ensures that any issues are resolved
promptly and fairly.

High Availability & Resiliency of
Banks Open Banking Platform

Ensure that the open banking platform is
highly available and resilient to downtime.
This guarantees continuous access for
TPPs and customers.

How Banks and Third-party Providers can
Adopt and Respond to Change

Customer Satisfaction

Measuring the CSAT through
feedback, increasing
customer interactions for
new products/services

D

User Authentication &
Authorization
Tracking the success and
failure rates of user
authentication processes to
ensure secure access

Data Accuracy & Integrity

Ensuring the data retrieved
and shared is accurate and
has not been tampered with

g 4l

Transaction Volumes

Tracking the number and value of
transactions processed through
the platform to understand its
usage and performance

©2025 LTIMindtree. All Rights Reserved.

API Performance

Monitoring the response times,
uptime, and error rates of the
APIs to ensure smooth and
reliable data access

Data Latency

Measuring the time taken for data
to be retrieved and processed to
ensure timely access

Scalability

Assessing the platform's ability
to handle increasing loads
without performance
degradation

il

Security Incidents

Measuring the time taken for data

to be retrieved and processed to
ensure timely access

14
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Banks must incorporate new growth models to sustain themselves in a competitive open finance

ecosystem. By providing direct access to services through APIs, they can enhance customer experience

and foster a robust ecosystem with third-party services. Marketplaces for third-party apps further drive

customer engagement and offer additional revenue streams through app sales, subscriptions, or

strategic partnerships. Accorging to Aite Group, these innovative models are not only diversifying banks'

offerings but also solidifying their position in the evolving financial landscape. Embracing open banking

is allowing banks to tap into new growth avenues, ensuring sustained relevance and profitability in a

competitive market.

Open Banking Model

Bank Channel

App
Marketplace

Distributor

Aggregator

Banking as a
Platform (BaaP)

Value

Provides direct access to banking
services through APIs. Enhances
customer experience by integrating
with third-party services.

Offers a marketplace for third-party
apps that integrate with the bank’s
services. Increases customer
engagement and provides
additional services.

Banks distribute third-party
financial products and services
through their own channels.
Expands product offerings and
enhances customer loyalty.

Aggregates financial data from
multiple sources to provide a
comprehensive view of a customer’s
financial situation. Improves financial
management and customer insights.

Provides a platform for third-party
developers to build and offer their
own financial services.
Encourages innovation and
expands service offerings.

©2025 LTIMindtree. All Rights Reserved.

Business Model

Banks offer APIs to third-party
developers to build apps that interact
with the bank’s services. Revenue can
come from APl usage fees or increased
customer retention.

Banks create a platform where
third-party developers can offer their
apps to the bank’s customers.
Revenue can come from app sales,
subscriptions, or partnerships.

Banks partner with third-party
providers to offer their products and
services through their platform.
Revenue can come from
commissions or fees.

Banks use APIs to gather data from
various financial institutions and
present it in a unified interface.
Revenue can come from premium
features or data analytics services.

Banks offer a platform with APIs and
tools for developers to create new
financial services. Revenue can
come from platform usage fees,
partnerships, or new customer
acquisition.




&p LTIMindtree

Conclusion

In conclusion, implementing a robust and resilient data access platform is imperative for banks to adhere
to open banking regulations effectively. This platform must support seamless integration with API
gateways to offer services like Account Information Services (AIS), Payment Initiation Services (PIS), and
funds confirmation, among other advanced data-sharing capabilities.

The shift towards open banking necessitates significant IT changes within banks, including the
modernization of legacy systems and the adoption of modern security measures to protect consumer
data. Banks face substantial business and IT challenges in this transition, such as ensuring
interoperability among diverse systems, managing increasing volumes of data, and maintaining
compliance with evolving regulations.

Furthermore, banks must navigate the complexities of global and regional competition. As open banking
fosters a more competitive financial landscape, banks must innovate continuously to offer superior
customer experiences and retain market share. Collaboration with FinTechs and other third-party

providers will be crucial in delivering innovative financial solutions that meet consumer demands.

Overall, the successful implementation of open banking hinges on the strategic alignment of business
objectives with IT capabilities, robust data management practices, and a proactive approach to
regulatory compliance and competition.
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