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Let’s Solve

Case Study

Implementing Secure Identity and Access
Management for All Users of a Leading
Japanese Auto Manufacturer

Japanese multinational automotive manufacturer with an annual turnover of USD 140B,

primarily focused on automobiles, motorcycles, and power products.
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(V™ Ad-hoc processes for operational incident management, leading to

unpredictable response times with higher chances of human-error

(7" Lack of a robust single sign-on functionality for a variety of
cloud-based and on-premise applications

(7" Inconsistent, error-prone, manual process in IBM Security Ildentity

Governance and Intelligence (IGl) for data migration and bulk entitlements

(7~ Need for a proven partner to manage the end to end identity and

access management environment comprising 9+ technologies
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Business Benefits
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1) DO LESS (Lean) @ DO MORE (Coverage)
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= Created customer communication templates, SOPs, = Improved security and audit processes guidelines with
and process documents to improve ITSM and IDAM periodic reviews on IDAM controls and security
operational activities policies

= Enhanced the customer experience by streamlining = |dentified and tracked malicious behavior by retaining
the incident management process and reduced SLA one million audit data records every three months for
time for ticket assignment integrated applications

= Reduced effort for access provisioning issues by = Resolved a high volume of tickets related to IDAM as
implementing role-based access control. per the given SLA times

7" DO FAST (Speed) ‘DO BETTER (Value)
/ [
= Integrated cloud-based and on-premise applications = Putin place a robust IDAM data migration process
with improved efficiency by leveraging automation

= Enabled identity federation single sign-on for easy and auto-scheduling of Cron job and removing human
login intervention in the production system

* Configured ~20k users for SSO in infrastructure and = Built continuous research and development programs to

cloud-based applications enhance and completely automate the IAM framework

o : and make the incident handling process seamless by
= Eliminated human error and enhanced operational

: : . : : ) leveraging chatbot applications and custom workflows
delivery time by building single click web solution

= Followed stringent security guidelines and

= Significantly improved user experience ) .
9 yimp P implemented advanced IDAM security controls to

= Provided IGI bulk upload utility secure the entire IT infrastructure

= Bolstered cyber-security resilience, encompassing a
robust SOX process and strict audit standards

LTI (NSE: LTI) is a global technology consulting and digital solutions Company helping more than 400 clients succeed in a converging
world. With operations in 31 countries, we go the extra mile for our clients and accelerate their digital transformation with LTI's Mosaic
platform enabling their mobile, social, analytics, 10T and cloud journeys. Founded in 1997 as a subsidiary of Larsen & Toubro Limited, our
unique heritage gives us unparalleled real-world expertise to solve the most complex challenges of enterprises across all industries. Each
day, our team of more than 35,000 LTltes enable our clients to improve the effectiveness of their business and technology operations and
deliver value to their customers, employees and shareholders. Follow us at @LTI_Global
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