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Case Study

Securing Customer Data and
Applications for a Large
Insurance Company (UK)



&y LTIMindtree
Client

The client is a leading UK-based insurance company.

Challenges

@ Security testing solutions to track and manage vulnerabilities for the web application
containing sensitive information

@ Comprehensive assessment and resolution of risk exposure of external facing assets
accessible over internet through Port scan

@ Assess the risk to public facing IP/URL addresses

@ Assurance and closure for the identified vulnerabilities

LTIMindtree Solution

@ Performed black box and gray box security tests on applications

@ Assessed the application security regimen of their applications and underlying
infrastructure - Yearly assessment

® Pentestof Public IP addresses

@ Port scanning of public facing IPs

@ Hosted centralized portal for reporting, enabling close monitoring, and status checks

@ Assessed the closure of security risk by conducting retest on the applications
Business Benefits

Enhanced customer Increased confidence. Identified critical risks for

satisfaction by effectively business-critical applications.

tracking risks.

Suggested cost-effective
risk-mitigation measures.

LTIMindtree is a global technology consulting and digital solutions company that enables enterprises across industries to
reimagine business models, accelerate innovation, and maximize growth by harnessing digital technologies. As a digital
transformation partner to more than 700 clients, LTIMindtree brings extensive domain and technology expertise to help drive
superior competitive differentiation, customer experiences, and business outcomes in a converging world. Powered by 84,000+

talented and entrepreneurial professionals across more than 30 countries, LTIMindtree — a Larsen & Toubro Group company —

combines the industry-acclaimed strengths of erstwhile Larsen and Toubro Infotech and Mindtree in solving the most complex
business challenges and delivering transformation at scale. For more information, please visit https://www.ltimindtree.com/

LTIMindtree Limited is a subsidiary of Larsen & Toubro Limited




