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Application Security Assessment under
Advanced Threat and Vulnerability
Management




Client

The client is a leading US multinational financial service group

Challenges
The client faced following challenges:
- Identified applications were not included previously as a part of the security assurance

program of the bank
- The bank required faster turn-around times and detailed elaboration of the test results that could

help the stakeholders close the identified vulnerabilities

LTIMindtree Solution

- Performed application security testing, SAST and DAST including manual tests, as per OWASP, SANS
and WASC guidelines to meet the security compliance needs

- Detailed analysis including the business impact on exposure related to vulnerabilities with
automated tracking of status between subsequent tests

Business Benefits

- 200+ assessments until date leading to identification and mitigation of 25+ unique security
coding vulnerabilities across applications

- Enabled the bank in building secure applications by partnering in the early stage of Software
Development Life Cycle (SDLC)

LTIMindtree is a global technology consulting and digital solutions company that enables enterprises across industries to reimagine business models, accelerate innova-
tion, and maximize growth by harnessing digital technologies. As a digital transformation partner to more than 700 clients, LTIMindtree brings extensive domain and
technology expertise to help drive superior competitive differentiation, customer experiences, and business outcomes in a converging world. Powered by 84,000+ talented
and entrepreneurial professionals across more than 30 countries, LTIMindtree — a Larsen & Toubro Group company — combines the industry-acclaimed strengths of
erstwhile Larsen and Toubro Infotech and Mindtree in solving the most complex business challenges and delivering transformation at scale. For more information, please

visit https://www.ltimindtree.com/



